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Cisco® CCNA Exploration

Basic Course Information

	Course Title:
	Cisco® CCNA Exploration

	CTE Industry Sector:
	Information Technology

	Career Pathway:
	Network Communications


	Course Level:
	
	Introductory
	X
	Concentration
	X
	Capstone


	Course Number:
	0676

	CBEDS Title:
	Networking

	CBEDS Number:
	4604


	Course Hours:
	324 – 400 hours

	Articulation Information:
	SWC and ECC

	Academic Credit:
	6 units

	Advisory Committee Meetings:
	Three meetings annually


Course Description

	CCNA Exploration teaches networking based on technology, covering networking concepts using a top-down, theoretical, and integrated approach – from network applications to the network protocols and services provided to those applications by the lower layers of the network.


Instructional Strategies

	Discussion, Video programs, Controlled notes, Individual &group projects, Anatomical charts/models, Textbook/reference reading/Internet.


Instructional Materials

	Cisco® Academy Website, Textbooks, Presentation Material


Course Sequence 

	Sequence of Courses
	Course Level
	Primary Funding Source
	Perkins

Funded
	Total Duration

	Name of Course
	Intro.
	Concentration
	Capstone
	District/COE
	ROCP
	Yes or No
	(In hours)

	Cisco® CCNT Discovery (CCNA Semesters 1 )
	XX
	 FORMCHECKBOX 
XX
	 FORMCHECKBOX 

	 FORMCHECKBOX 
X
	 FORMCHECKBOX 

	Yes
	200

	Cisco® CCNT Discovery (CCNA Semesters 2)
	
	XX
	XX
	X
	
	
	200

	· Student can choose from the following groups:

	Cisco® CCNA Exploration  (CCNA Semesters 3 )
	 FORMCHECKBOX 

	 FORMCHECKBOX 
XX
	 FORMCHECKBOX 
XX
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Yes
	200

	Cisco® CCNA Exploration  (CCNA Semesters  4)
	
	XX
	XX
	
	
	
	200

	Cisco® CCNA Security
	 FORMCHECKBOX 

	 FORMCHECKBOX 
XX
	 FORMCHECKBOX 
XX
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Yes
	200


Occupations for Identified Pathway

	Pathway occupations organized by level of education and training required for workplace entry.

(Asterisked occupations require certification or licensure.)

	Postsecondary Training

(certification and/or AA degree)
	College University

(bachelor’s degree or higher)

	· Cisco® Certified Network Associate* (CCNA)

· Comptia® Network+*
	· Computer Sciences
· Network Engineer

· Network Director

· Electrical Engineer


Course Goals

	1. Help students recognize the significant impact of networking on their lives.

	2. Teach students how to build and support a home or small business network with wireless equipment.

	3. Instill a sense of awe in students and encourage them to learn more about how things work and to pursue careers in networking.

	4. Prepare students for entry-level jobs in the industry by employing interactive and engaging instructional approaches that help them understand general theory and gain practical experience.

	5. Teach students the fundamental concepts of networking.

	6. Provide opportunities for extensive hands-on interaction with PC and networking equipment to prepare students for careers and certification exams.

	7. Establish the relevancy of networking in our everyday lives.


Course Objectives

Students who complete Cisco® CCNA Exploration will be able to perform the following tasks:

	1.
	Explain the importance of data networks and the Internet in supporting business communications and everyday activities 

	2.
	Explain how communication works in data networks and the Internet 

	3.
	Recognize the devices and services that are used to support communications across an Internetwork 

	4.
	Use network protocol models to explain the layers of communications in data networks 

	5.
	Explain the role of protocols in data networks 

	6.
	Describe the importance of addressing and naming schemes at various layers of data networks

	7.
	Describe the protocols and services provided by the application layer in the OSI and TCP/IP models and describe how this layer operates in various networks 

	8.
	Analyze the operations and features of transport layer protocols and services 

	9.
	Analyze the operations and feature of network layer protocols and services and explain the fundamental concepts of routing 

	10
	Design, calculate, and apply subnet masks and addresses to fulfill given requirements 

	11
	Achieve the CCNA(Cisco® Certified Network Administrator) Certification


Instructional Module/Unit Network Fundamentals

	Unit 1
	Living in a Network-Centric World 
	Class Hrs.
	13
	Lab Hrs.
	4



Description: 


1.0  Communicating in a Network-Centric World 


1.1  Communication – An Essential Part of Our Lives 


1.2  The Network as a Platform 


1.3  The Architecture of the Internet  


1.4  Trends in Networking 

Unit 1:  Upon completion of Living in a Network-Centric World, the student will be able to answer:

	1
	How do networks impact our daily lives?

	2
	What is the role of data networking in the human network?

	3
	What are the key components of a data network?

	4
	What are the opportunities and challenges posed by converged networks?

	5
	What are the characteristics of network architectures?


	Unit 2
	Communicating Over the Network 
	Class Hrs.
	12
	Lab Hrs.
	4.5


Description:


2.0  The Platform for Communications 


2.1  LANs, WANs, and Internetworks 


2.2 Protocols 


2.3  Using Layered Models 


2.4  Network Addressing 

Unit 2: Upon completion of Communicating Over the Network, the student will be able to answer:

	1
	What is the structure of a network, including devices and media necessary for communications?

	2
	What function do protocols perform in network communications?

	3
	What are the advantages of using a layered model to describe network functionality?

	4
	What is the role of each layer in the OSI network model and the TCP/IP network model?

	5
	What is the importance of addressing and naming schemes in network communications?


	Unit 3
	Application Layer Functionality and Protocols 
	Class hrs.
	13
	Lab Hrs.
	4


Description:


3.0  Applications – The Interface Between the Networks 


3.1  Making Provisions for Applications and Services 


3.2  Application Layer Protocols and Services Examples 

Unit 3: Upon completion of Application Layer Functionality and Protocols, the student will be able to answer:

	1
	How do the functions of the three upper OSI model layers provide network services to end-user applications?

	2
	How do the TCP/IP application layer protocols provide the services specified by the upper layers of the OSI model?

	3
	How do people use the application layer to communicate across the information network?

	4
	What are the functions of well-known TCP/IP applications, such as the World Wide Web and e-mail, and their related services (HTTP, DNS, DHCP, STMP/POP, and Telnet)?

	5
	What are the file-sharing processes that use peer-to-peer applications and the Gnutella protocol?

	6
	How do protocols ensure that services running on one kind of device can send to and receive from many different network devices?

	7
	How can you use network analysis tools to examine and explain how common user applications work?


	Unit 4
	OSI Transport Layer 
	Class Hrs.
	14
	Lab Hrs.
	2


Description:


4.0  Roles of the Transport Layer 


4.1  The TCP Protocol – Communicating with Reliability 


4.2  Managing TCP Sessions  

4.3 The UDP Protocol – Communicating with Low Overhead

Unit 4: Upon completion of OSI Transport Layer, the student will be able to answer:

	1
	Why is there a need for the transport layer?

	2
	What is the role of the transport layer as it provides the end-to-end transfer of data between applications?

	3
	What is the role of two TCP/IP transport layer protocols: TCP and UDP?

	4
	How do the key functions of the transport layer protocol, including reliability, port addressing, and segmentation, work?

	5
	How do TCP and UDP handle the key functions?

	6
	When is it appropriate to use TCP or UDP, and what are some examples of applications that use each protocol?


	Unit 5
	OSI Network Layer 
	Class Hrs.
	13
	Lab Hrs.
	2


Description:


5.0 IPv4 


5.1  Networks – Dividing Devices into Groups 


5.2  Routing – How Our Data Packets are Handled 


5.3  Routing Processes: How Routes are Learned 

Unit 5: Upon completion of OSI Network Layer, the student will be able to answer:

	1
	What is the method described by the network layer for routing packets from a device on one network to a device on a different network?

	2
	How does the Internet Protocol (IP) work at the network layer to provide connectionless, best-effort service to the upper layers of the OSI model?

	3
	How are devices grouped into physical and logical networks?

	4
	How do the hierarchical addresses of devices allow communication between networks?

	5
	How do routers use next-hop addresses to select a path for packets to reach their destination?

	6
	How do routers forward packets?


	Unit 6
	Addressing the Network – IPv4 
	Class Hrs.
	13
	Lab Hrs.
	3


Description:


6.0 IPv4 Addresses 


6.1  Addresses for Different Purposes 


6.2 Assigning Addresses 


6.3  Is It On My Network? 


6.4 Calculating Addresses 


6.5  Testing the Network Layer 

Unit 6: Upon completion of Addressing the Network ​ IPv4, the student will be able to answer:

	1
	What type of addressing structure does IPv4 use?

	2
	What is the 8-bit binary equivalent of a given decimal number?

	3
	What is the decimal equivalent of a given 8-bit binary number?

	4
	What type of address is a given IPv4 address, and how is it used in a network?

	5
	How do administrators assign addresses within networks?

	6
	How are addresses assigned by ISPs?

	7
	What is the network portion of the host address?

	8
	What is the role of the subnet mask in dividing networks?

	9
	What are the appropriate addressing components for IPv4, given addressing design criteria?

	10
	How do you use testing utilities to verify and test network connectivity and operational status of the IP stack on a host?


	Unit 7
	Data Link Layer 
	Class Hrs.
	12
	Lab Hrs.
	4


Description:


7.0  Data Link Layer – Accessing the Media 


7.1  Media Access Control Techniques 


7.2  Media Access Control Addressing and Framing Data 


7.3  Putting It All Together 

Unit 7: Upon completion of Data Link Layer, the student will be able to answer:

	1
	What is the role of data link layer protocols in data transmission?

	2
	How does the data link layer prepare data for transmission on network media?

	3
	How do the types of MAC methods operate?

	4
	What are several common logical network topologies?

	5
	How does the logical topology determine the MAC method for a type of network?

	6
	What is the purpose of encapsulating packets into frames to facilitate media access?

	7
	What are the purposes of the Layer 2 frame structure?

	8
	What are the generic fields of a Layer 2 frame?

	9
	What is the role of the key frame header and trailer fields, including addressing, QoS, type of protocol, and Frame Check Sequence?


	Unit 8
	OSI Physical Layer 
	Class Hrs.
	12
	Lab Hrs.
	4.5


Description:


8.0  The Physical Layer – Communication Signals 


8.1  Physical Signaling and Encoding: Representing 

8.2 Physical Media – Connecting Communication

Unit 8: Upon completion of OSI Physical Layer, the student will be able to answer:

	1
	What role do the physical layer protocols and services play in supporting communication across data networks?

	2
	What is the purpose of physical layer signaling and encoding used in networks?

	3
	How do signals represent bits as a frame as data is transported across the local media?

	4
	What are the basic characteristics of copper, fiber, and wireless network media?

	5
	What are common implementations of copper, fiber, and wireless media in networks?


	Unit 9
	Ethernet
	Class Hrs.
	10
	Lab Hrs.
	6


Description:



9.0  Overview of Ethernet 



9.1  Ethernet – Communication through the LAN  



9.2  The Ethernet Frame 



9.3  Ethernet Media Access Control 



9.4  Ethernet Physical Layer 



9.5  Hubs and Switches  



9.6  Address Resolution Protocol (ARP) 

Unit 9: Upon completion of Ethernet, the student will be able to answer:

	1
	How did Ethernet evolve?

	2
	What are the purposes of the fields of the Ethernet frame?

	3
	What are the function and characteristics of the media access control method used by Ethernet protocol?

	4
	What are the physical and data link layer features of Ethernet?

	5
	How are Ethernet hubs and switches different?

	6
	What is the purpose of Address Resolution Protocol (ARP) and how does it operate?


	Unit 10
	Planning and Cabling Networks
	Class Hrs.
	12
	Lab Hrs.
	3


Description:


10.0  LANs ​ Making the Physical Connection


10.1  Device Interconnections


10.2  Developing an Addressing Scheme


10.3  Calculating the Subnets


10.4  Device Interconnections

Unit 10: Upon completion of Planning and Cabling Networks, the student will be able to answer:

	1
	What basic network media is required to make a LAN connection?

	2
	What are the types of connections used for intermediate and end-device connectivity in a LAN?

	3
	What are the pinout configurations for straight-through and crossover cables?

	4
	What are the different cabling types, standards, and ports used in WAN connections? 

	5
	What is the role of device connections management when using Cisco equipment?

	6
	How do you design an addressing scheme for an internetwork and assign ranges for hosts, network devices, and the router interface?

	7
	Why is network design so important?


	Unit 11
	Configuring and Testing Your Network
	Class Hrs.
	12.5
	Lab Hrs.
	3.5


Description:


11.0  Configuring Cisco Devices ​ IOS Basics


11.1  Applying a Basic Configuration Using Cisco IOS


11.2  Verifying Connectivity


11.3  Monitoring and Documenting Networks

Unit 11: Upon completion of Configuring and Testing Your Network, the student will be able to answer:

	1
	What is the role of the IOS?

	2
	What is the purpose of a configuration file?

	3
	What are the classes of devices that have the IOS embedded?

	4
	What are the factors contributing to the set of IOS commands available to a device?

	5
	What are the IOS modes of operation?

	6
	What are the basic IOS commands?

	7
	How are the basic show commands used an why?d why?


	Totals
	Theory Hrs.
	136.5
	Lab Hrs.
	40.5
	Total Hrs.
	177


Instructional Module/Unit Routing Protocols and Concepts

	Unit 1
	Introduction to Routing and Packet Forwarding
	Class Hrs.
	11
	Lab Hrs.
	5



Description: 



1.0  Inside the Router

  

1.1  CLI Configuration and Addressing



1.2  Building the Routing Table



1.3  Path Determination and Switching Functions

Unit 1:  Upon completion of Introduction to Routing and Packet Forwarding, the student will be able to answer:

	1
	What features do routers and computers have in common?

	2
	How do you configure Cisco devices and apply addresses?

	3
	Can you describe the basic structure of a routing table?

	4
	Can you describe, in detail, how a router determines the best path and then switches a packet?


	Unit 2
	Static Routing
	Class Hrs.
	10
	Lab Hrs.
	6


Description:


2.0  Routers in Networks


2.1  Exploring Directly-Connected Networks

  
2.2  Static Routes with "Next Hop" Addresses


2.3  Static Routes with Exit Interfaces


2.4  Summary and Default Static Routes


2.5  Managing and Troubleshooting Static Routes


2.6  Static Route Configuration Labs

Unit 2: Upon completion of Static Routing, the student will be able to answer:

	1
	What is the role of a router in the network?

	2
	Can you describe the relationship between router interfaces, directly connected networks, and the routing table?

	3
	How can CDP be used with directly connected networks?

	4
	How can static routes be used with exit interfaces?

	5
	Can you describe the use and configuration of summary and default routes?

	6
	How do packets get forwarded using static routes?

	7
	What commands would you use to manage and troubleshoot static routes?


	Unit 3
	Introduction to Dynamic Routing Protocols
	Class Hrs.
	11
	Lab Hrs.
	4


Description:


3.0  Introduction and Advantages


3.1  Classifying Dynamic Routing Protocols


3.2  Metrics


3.3  Administrative Distances

3.4 Routing Protocol and Subnetting Activities
Unit 3: Upon completion of Introduction to Dynamic Routing Protocols, the student will be able to answer:

	1
	Can you describe the role of dynamic routing protocols and place these protocols in the context of modern network design?

	2
	What are several ways to classify routing protocols?

	3
	How are metrics used by routing protocols, and what are the metric types used by dynamic routing protocols?

	4
	How do you determine the administrative distance of a route, and what is its importance in the routing process?

	5
	What are the different elements in the routing table?

	6
	Given realistic constraints, can you devise and apply subnetting schemes?


	Unit 4
	Distance Vector Routing Protocols
	Class Hrs.
	12
	Lab Hrs.
	3


Description:



4.0  Introduction to Distance Vector Routing Protocols



4.1  Network Discovery



4.2  Routing Table Maintenance



4.3  Routing Loops



4.4  Distance Vector Routing Protocols Today

Unit 4: Upon completion of Distance Vector Routing Protocols, the student will be able to answer:

	1
	Can you identify the characteristics of distance vector routing protocols?

	2
	What is the network discovery process of distance vector routing protocols using Routing Information Protocol (RIP)?

	3
	What is the processes for maintaining accurate routing tables that are used by distance vector routing protocols?

	4
	What are the conditions leading to a routing loop, and can you explain the implications for router performance?

	5
	Which types of distance vector routing protocols are in use today?


	Unit 5
	RIP Version 1
	Class Hrs.
	11
	Lab Hrs.
	6


Description:



5.0  RIPv1: Distance Vector, Classful Routing Protocol



5.1  Basic RIPv1 Configuration



5.2  Verification and Troubleshooting



5.3  Automatic Summarization



5.4  Default Route and RIPv1

Unit 5: Upon completion of RIP Version 1, the student will be able to answer:

	1
	What are the functions, characteristics, and operation of the RIPv1 protocol?

	2
	Can you configure a device for RIPv1?

	3
	Can you verify proper RIPv1 operations?

	4
	How does RIPv1 perform automatic summarization?

	5
	Can you configure, verify, and troubleshoot default routes propagated in a routed network implanting RIPv1?

	6
	What are the recommended techniques to solve problems related to RIPv1?


	Unit 6
	VLSM and CIDR
	Class Hrs.
	12
	Lab Hrs.
	5


Description:



6.0  Classful and Classless Addressing



6.1  VLSM



6.2  CIDR



6.3  VLSM and Route Summarization Activity
Unit 6: Upon completion of VLSM and CIDR, the student will be able to answer:

	1
	What are the differences between classful and classless IP addressing?

	2
	What is VLSM, and what are the benefits of classless IP addressing?

	3
	What is the role of the classless interdomain routing (CIDR) standard in making efficient use of scarce IPv4 addresses?


	Unit 7
	RIPv2
	Class Hrs.
	12
	Lab Hrs.
	5


Description:



7.0  RIPv1 Limitations



7.1  Configuring RIPv2



7.2  VLSM and CIDR



7.3  Verifying and Troubleshooting RIPv2



7.4  RIPv2 Configuration Labs

Unit 7: Upon completion of RIPv2, the student will be able to answer:

	1
	As a classful routing protocol, what are the limitations of RIPv1?

	2
	What are the basic configuration commands used to apply Routing Information Protocol version 2 (RIPv2), and how do you evaluate RIPv2 classless routing updates?

	3
	How do you analyze router output to see RIPv2 support for variable-length subnet masking (VLSM) and classless interdomain routing (CIDR)?

	4
	Which commands are used to verify RIPv2 and identify common issues?

	5
	What are the commands used to configure, verify, and troubleshoot RIPv2?


	Unit 8
	The Routing Table: A Closer Look
	Class Hrs.
	10
	Lab Hrs.
	6


Description:



8.0  The Routing Table Structure



8.1  Routing Table Lookup Process



8.2  Routing Behavior



8.3  Routing Table Labs

Unit 8: Upon completion of The Routing Table: A Closer Look, the student will be able to answer:

	1
	What are the various route types found in the routing table structure?

	2
	What is the route lookup process?

	3
	How would you describe the typical routing behavior in a routed network?


	Unit 9
	EIGRP
	Class Hrs.
	11.5
	Lab Hrs.
	4


Description:



9.0  Introduction to EIGRP



9.1  Basic EIGRP Configuration



9.2  EIGRP Metric Calculation



9.3  DUAL



9.4  More EIGRP Configuration



9.5  EIGRP Configuration Labs

Unit 9: Upon completion of EIGRP, the student will be able to answer:

	1
	What is the background and history of EIGRP?

	2
	What are the features and operations of EIGRP?

	3
	What commands are used in configuring basic EIGRP, and what are their purposes?

	4
	How is the composite metric calculated for EIGRP?

	5
	What are the concepts and operation of DUAL?

	6
	Which additional commands can be used in the configuration of EIGRP, and what are their uses?


	Unit 10
	Link-State Routing Protocols
	Class Hrs.
	11
	Lab Hrs.
	6


Description:

10.0  Link-State Routing Protocols

10.1  Implementing Link-State Routing Protocols
Unit 10: Upon completion of Link-State Routing Protocols, the student will be able to answer:

	1
	What are the basic features and concepts of link-state routing protocols?

	2
	What are the benefits and requirements of link-state routing protocols?


	Unit 11
	OSPF
	Class Hrs.
	11.5
	Lab Hrs.
	4


Description:

11.0  Introduction to OSPF

11.1  Basic OSPF Configuration

11.2  The OSPF Metric

11.3  OSPF and Multi-Access Networks

11.4  More OSPF Configuration

11.5 OSPF Configuration Labs

Unit 11: Upon completion of OSPF, the student will be able to answer:

	1
	What is the history and background of OSPF?

	2
	What are the basic features of OSPF?

	3
	Can you describe, modify, and calculate the metric used by OSPF?

	4
	What is the Designated Router and Backup Designate Backup Router process in multiaccess networks?

	5
	How is the default-information originate command configured in OSPF to propagate a default route?


	Totals
	Theory Hrs.
	123
	Lab Hrs.
	54
	Total Hrs.
	177


Instructional Module/Unit LAN Switching and Wireless

	Unit 1
	LAN Design
	Class Hrs.
	13
	Lab Hrs.
	9



Description: 



1.0  Switched LAN Architecture

1.1 Matching Switches to Specific LAN Functions


Unit 1:  Upon completion of LAN Design, the student will be able to answer:

	1
	How does a hierarchical network support the voice, video, and data needs of a small- or medium-sized business?

	2
	What are the functions of each of the three layers of the hierarchical network design model?

	3
	What are common examples of the aeffect of voice and video over IP on network design?

	4
	What devices are recommended at each layer of the hierarchical design model?

	5
	How are Cisco Catalyst switch product lines best positioned in the hierarchical design model?


	Unit 2
	Basic Switch Concepts and Configuration
	Class Hrs.
	11
	Lab Hrs.
	8


Description:


2.0  Introduction to Ethernet/802.3 LANs


2.1  Forwarding Frames Using a Switch


2.2  Switch Management Configuration

2.3 Configuring Switch Security

Unit 2: Upon completion of Basic Switch Concepts and Configuration, the student will be able to answer:

	1
	What are the principle Ethernet operations pertinent to a 100/1000/10000 Mbps LAN in the IEEE 802.3 standard?

	2
	What are the functions that enable a switch to forward Ethernet frames in a LAN?

	3
	How do you configure a switch for operation in a network designed to support voice, video, and data communication?

	4
	How do you configure basic security on a switch that operates within a network designed to support voice, video, and data communication?


	Unit 3
	VLANs
	Class Hrs.
	13
	Lab Hrs.
	11


Description:


3.0  Introducing VLAN


3.1  VLAN Trunking


3.2  Configure VLANs and Trunks


3.3  Troubleshooting VLANs and Trunks

Unit 3: Upon completion of VLANs, the student will be able to answer:

	1
	What is the role of a VLAN in a switched LAN?

	2
	What is the role of a VLAN trunk in a switched LAN?

	3
	How do you configured VLANs on switches in a switched LAN?

	4
	How do you troubleshoot common software and hardware configuration problems associated with VLANs in a switched LAN?


	Unit 4
	VTP
	Class Hrs.
	11
	Lab Hrs.
	8


Description:



4.0  VTP Concepts



4.1  VTP Operation



4.2  Configure VTP
Unit 4: Upon completion of VTP, the student will be able to answer:

	1
	What is the role of VTP in a converged switched LAN?

	2
	How does VTP operate using VTP domains, VTP modes, VTP advertisements, and VTP pruning?

	3
	How do you configure VTP on the switches in a switched LAN? 


	Unit 5
	STP
	Class Hrs.
	14
	Lab Hrs.
	5


Description:



5.0  Redundant Layer 2 Topologies



5.1  Introduction to STP



5.2  STP Convergence



5.3  PVST+, RSTP, and Rapid PVST+

Unit 5: Upon completion of STP, the student will be able to answer:

	1
	What is the role of redundancy in a converged network?

	2
	How does STP work to eliminate Layer 2 loops in a converged network?

	3
	What three steps does STA use to construct a loop-free topology?

	4
	How do you implement rapid PVST+ in a switched LAN to prevent loops between redundantly linked switches?


	Unit 6
	Inter-VLAN Routing
	Class Hrs.
	13
	Lab Hrs.
	7


Description:



6.0  Inter-VLAN Routing



6.1  Configuring Inter-VLAN Routing



6.2  Troubleshooting Inter-VLAN Routing

Unit 6: Upon completion of Inter-VLAN Routing, the student will be able to answer:

	1
	How is network traffic routed between VLANs in a converged network?

	2
	How are Cisco routers and switches configured to enable inter-VLAN routing?

	3
	What are the primary troubleshooting issues related to inter-VLAN routing?


	Unit 7
	Basic Wireless Concepts and Configuration
	Class Hrs.
	12
	Lab Hrs.
	11


Description:



7.0  The Wireless LAN



7.1  Wireless LAN Security



7.2  Configure Wireless LAN Access



7.3  Troubleshooting Simple WLAN Problems

Unit 7: Upon completion of Basic Wireless Concepts and Configuration, the student will be able to answer:

	1
	What are the components of a wireless LAN?

	2
	How does a WLAN operate?

	3
	How do you configure and verify WLAN functionality?

	4
	How do you troubleshoot client WLAN access?


	Totals
	Theory Hrs.
	87
	Lab Hrs.
	59
	Total Hrs.
	146


Instructional Module/Unit Accessing the WAN

	Unit 1
	Introduction to WANs
	Class Hrs.
	12
	Lab Hrs.
	5



Description: 



1.0  Providing Integrated Services to the Enterprise



1.1  WAN Technology Concepts

1.2 WAN Connection Options

Unit 1:  Upon completion of Introduction to WANs, the student will be able to answer:

	1
	How does the Cisco enterprise architecture provide integrated services over an enterprise network?

	2
	What are the key WAN technology concepts?

	3
	What appropriate WAN technologies are used to meet different enterprise business requirements?


	Unit 2
	PPP
	Class Hrs.
	10
	Lab Hrs.
	6


Description:


2.0  Serial Point-to-Point Links


2.1  PPP Concepts


2.2  Configuring PPP


2.3  Configuring PPP with Authentication

Unit 2: Upon completion of PPP, the student will be able to answer:

	1
	What are the fundamental concepts of point-to-point serial communication?

	2
	What are the key concepts of PPP?

	3
	What commands are used to configure PPP encapsulation?

	4
	What commands are used to configure PAP and CHAP authentication?


	Unit 3
	Frame Relay
	Class Hrs.
	12
	Lab Hrs.
	8


Description:


3.0  Basic Frame Relay Concepts


3.1  Configuring Frame Relay


3.2  Advanced Frame Relay Concepts


3.3  Configuring Advanced Frame Relay

Unit 3: Upon completion of Frame Relay, the student will be able to answer:

	1
	What are the fundamental concepts of Frame Relay technology in terms of enterprise WAN services, including operation, implementation requirements, Frame Relay maps, and Local Management Interface (LMI) operation?

	2
	How do you configure a basic Frame Relay permanent virtual circuit (PVC), including configuring and troubleshooting Frame Relay on a router serial interface and configuring a static Frame Relay map?

	3
	What are the advanced concepts of Frame Relay technology in terms of enterprise WAN services, including subinterfaces, bandwidth, and flow control?

	4
	How do you configure advanced Frame Relay PVC, including solving reachability issues, configuring subinterfaces, and verifying and troubleshooting a Frame Relay configuration?


	Unit 4
	Network Security
	Class Hrs.
	12
	Lab Hrs.
	8


Description:



4.0  Introduction to Network Security



4.1  Securing Cisco Routers



4.2  Secure Router Network Services



4.3  Using Cisco SDM



4.4  Secure Router Management

Unit 4: Upon completion of Network Security, the student will be able to answer:

	1
	What are common security threats to enterprise networks?

	2
	What are some methods to mitigate security threats to enterprise networks?

	3
	How do you configure basic router security?

	4
	How do you disable unused router services and interfaces?

	5
	How do you use the Cisco SDM one-step lockdown feature?

	6
	How do you manage files and software images with the Cisco IOS Integrated File System (IFS)?

	
	

	Unit 5
	ACLs
	Class Hrs.
	12
	Lab Hrs.
	7


Description:



5.0  Using ACLs to Secure Networks



5.1  Configuring Standard ACLs



5.2  Configuring Extended ACLs



5.3  Configuring Complex ACLs

Unit 5: Upon completion of ACLs, the student will be able to answer:

	1
	How are ACLs used to secure a medium-size enterprise branch office network? This includes the concept of packet filtering, the purpose of ACLs, how ACLs are used to control access, and the types of Cisco ACLs.

	2
	How do you configure standard ACLs in a medium-size enterprise branch office network? This includes defining filtering criteria, configuring standard ACLs to filter traffic, and applying standard ACLs to router interfaces.

	3
	How do you configure extended ACLs in a medium-size enterprise branch office network? This includes configuring extended ACLs and named ACLs, configuring filters, verifying and monitoring ACLs, and troubleshooting extended ACL issues.

	4
	What are the complex ACLs in a medium-size enterprise branch office network? This includes configuring dynamic, reflexive, and timed ACLs, verifying and troubleshooting complex ACLs, and explaining relevant caveats.


	Unit 6
	Teleworker Services
	Class Hrs.
	13
	Lab Hrs.
	6


Description:



6.0  Business Requirements for Teleworker Services



6.1  Broadband Services



6.2  VPN Technology

Unit 6: Upon completion of Teleworker Services, the student will be able to answer:

	1
	What are the enterprise requirements for providing teleworker services, and what are the differences between private and public network infrastructure?

	2
	What are the teleworker requirements and recommended architecture for providing teleworker services?

	3
	How do broadband services extend enterprise networks using DSL, cable, and wireless technologies?

	4
	What is the importance of VPN technology, including its role and benefits for enterprises and teleworkers?

	5
	How can VPN technology be used to provide secure teleworker services to an enterprise network?


	Unit 7
	IP Addressing Services
	Class Hrs.
	12
	Lab Hrs.
	5


Description:



7.0  DHCP



7.1  Scaling Networks with NAT



7.2  IPv6
Unit 7: Upon completion of IP Addressing Services, the student will be able to answer:

	1
	How do I configure DHCP in an enterprise branch network? This includes being able to explain DHCP features and benefits, the differences between BOOTP and DHCP, DHCP operation, and configuring, verifying, and troubleshooting DHCP.

	2
	How do I configure NAT on a Cisco router? This includes explaining key features and operation of NAT and NAT Overload, explaining advantages and disadvantages of NAT, configuring NAT and NAT Overload to conserve IP address space in a network, configuring port forwarding, and verifying and troubleshooting NAT configurations.

	3
	How do I configure next-generation RIP (RIPng) to use IPv6? This includes explaining how IPv6 solves the problem of IP address depletion, explaining how to assign IPv6 addresses, describing transition strategies for implementing IPv6, and configuring, verifying, and troubleshooting RIPng for IPv6.


	Unit 8
	Network Troubleshooting
	Class Hrs.
	12
	Lab Hrs.
	8


Description:

8.0  Establishing the Network Performance Baseline

8.1  Troubleshooting Methodologies and Tools

8.2  Common WAN Implementation Issues

8.3  Network Troubleshooting

Unit 8: Upon completion of Network Troubleshooting, the student will be able to answer:

	1
	How do you establish and document a network baseline?

	2
	What are the various troubleshooting methodologies and troubleshooting tools?

	3
	What are the common issues that occur during WAN implementation?

	4
	How do you identify and troubleshoot common enterprise network implementation issues using a layered model approach?


	Totals
	Theory Hrs.
	95
	Lab Hrs.
	53
	Total Hrs.
	148



Total Course Hours
	Totals
	Theory Hrs.
	441.5
	Lab Hrs.
	206.5
	Total Hrs.
	648


APPENDIX A:

MATRIX FOR ALL ASPECTS OF THE INDUSTRY

All Aspects of the Industry is a key element of the Carl D. Perkins Vocational and Applied Technology Education Act and the School-to Work Opportunities Act.  Both acts emphasize giving students a comprehensive perspective and range of skills across an industry.  The Perkins Act requires programs to “provide students with strong experience in and understanding of all aspects of the industry students are preparing to enter”.  The Act identifies eight aspects in particular, which are common to any business or industry. Programs receiving Perkins funds are required to include the teaching of these concepts to provide students with the skills necessary to be successful in their employment.

STRATEGIES

Below is a matrix showing the components of “All Aspects of the Industry for the name of Course.”  A list of strategies is provided for each component.

	ASPECTS
	SEQUENCE OF COURSES 

	
	Course 1: Cisco® CCNA Exploration

	Planning
	Students are familiar with the business types and the importance of their planning in the IT industry. They also have an understanding of the various forms of ownership and the impact that their planning and success has on the economic, political and social conscience is discussed.

	Management
	Students are aware of the management methods used to manage enterprises over time within the industry.  Students understand how workers’ jobs are diversified and expanded, and the methods used to broaden worker involvement in the decision-making process.

	Finance
	Students understand the accounting and financial decisions that are made in the IT industry for: New startup business, rising capital and expanding existing ventures.  Students also understand the paperwork that is used by many businesses such as work orders, invoices and time keeping reports.

	Technical &

Production Skills
	Students are aware of specific techniques used by Computer technicians; also, how to organize work load and cross training strategies for workers.

	Underlying Principles

Of Technology
	Students are aware of the underlying principles that support our curriculum and industry such as the Mathematical, Scientific, Social and Economic principles that underlie the technology.

	Labor Issues
	Students are aware of labor issues, such as workers’ rights, labor unions, labor history and methods used for expanding the worker’s role.

	Community Issues
	Students are aware of the involvement an impact of the industry on the community and the impact of the community on the industry.

	Health, Safety, &

Environmental Issues
	Students are aware of the Health, Safety, and Environmental issues of the industry as they relate to the workers, the community and the environment.


Standards-Aligned Course: PLC work in progress

	Instruction Unit / Subunits
	Concepts/Skills
	Benchmarks


	Student Learning Outcomes
	Model Curriculum Standards

Mentioned = M  Reinforced = R  Taught = T
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